January 23, 2017

(vi) Sales Commission, Fee, etc., Paid, Of-
fered, or Agreed to be Paid: None.

(vii) Sensitivity of Technology Contained
in the Defense Article or Defense Services
Proposed to be Sold: See Attached Annex.

(viii) Date Report Delivered to Congress:

*As defined in Section 47(6) of the Arms
Export Control Act.

POLICY JUSTIFICATION

United Kingdom—Continuation of C-17
Logistics Support Services and Equipment
The Government of the United Kingdom

has requested a possible sale of continued lo-
gistics support for eight (8) C-17 aircraft
which will include: contract labor for
sustainment engineering, on-site COMSEC
support, Quality Assurance, support equip-
ment repair, supply chain management,
spares replenishment, maintenance, back
shop support, centralized maintenance sup-
port/associated services, and additional spare
and repair parts, publications and technical
documentation. Required upgrades will in-
clude fixed installation satellite antenna,
Mode 5+ installation and sustainment, Auto-
matic Dependent Surveillance-Broadcast
Out, Communications Modernization (CNS/
ATM) Phase II, Replacement Heads-Up Dis-
play and three special operations loading
ramps. The estimated total cost is $400 mil-
lion.

The United Kingdom is a close ally and an
important partner on critical foreign policy
and defense issues. The proposed sale will en-
hance U.S. foreign policy and national secu-
rity objectives by enhancing the United
Kingdom’s capabilities to provide national
defense and contribute to NATO and coali-
tion operations.

The proposed sale of defense articles and
services are required to maintain the oper-
ational readiness of the Royal Air Force. The
United Kingdom’s current contract sup-
porting its C-17 aircraft will expire in Sep-
tember 2017. The United Kingdom will have
no difficulty absorbing this support into its
armed forces.

The proposed sale of this equipment and
support will not alter the basic military bal-
ance in the region.

The prime contractor will be the Boeing
Corporation of Chicago, Illinois. The U.S.
Government is not aware of any known off-
sets associated with this sale, Any offset
agreement will be defined in negotiations be-
tween the purchaser and the contractor.

Implementation of this sale will require
the assignment of approximately three addi-
tional U.S. Government and approximately
55 contractor representatives to the United
Kingdom.

There will be no adverse impact on U.S. de-
fense readiness as a result of this proposed
sale.
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Annex A Item No. vii

(vii) Sensitivity of Technology:

1. This sale will involve the release of sen-
sitive technology to the United Kingdom in
the performance of services to sustain eight
(8) United Kingdom C-17 aircraft. While
much of the below equipment supporting the
C-17 is not new to the country, there will be
replenishment spares of the below sensitive
technologies purchased to support the fleet.

2. The Force 524D is a 24-channel SAASM
based Global Positioning System (GPS) re-
ceiver, with precise positioning service
(PPS) capability built upon Trimble’s next
generation OPS technology. The Force 524D
retains backward compatibility with the
proven Force 5GS, while adding new
functionality to interface with digital an-
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tenna electronics, to significantly improve
anti-jam (AJ) performance. The host plat-
form can select the radio frequency (RF) or
digital antenna electronics (DAE) interface.
In the digital mode, the Force 524D is capa-
ble of controlling up to 16 independent
beams. The hardware and software associ-
ated with the 524D receiver card is UNCLAS-
SIFIED.

3. The C-17 aircraft will be equipped with
the GAS-1, which is comprised of the Con-
trolled Reception Pattern Antennas (CRPA),
with the associated wiring harness and the
Antenna Electronics (AE)-1, to provide AJ
capability. The hardware is UNCLASSIFIED.

4. The KIV-77 is the crypto applique for
Mode V Identification Friend or Foe (IFF).
The hardware is UNCLASSIFIED and
COMSEC controlled.

5. Software, hardware, and other data/in-
formation, which is classified or sensitive, is
reviewed prior to release to protect system
vulnerabilities, design data, and performance
parameters. Some end-item hardware, soft-
ware, and other data identified above are
classified at the CONFIDENTIAL and SE-
CRET level. Potential compromise of these
systems is controlled through management
of the basic software programs, of highly
sensitive systems and software-controlled
weapon systems, on a case-by-case basis.

6. The United Kingdom is both willing and
able to protect United States classified mili-
tary information. The United Kingdom’s
physical and document security standards
are equivalent to U.S. standards. The United
Kingdom has demonstrated its willingness
and capability to protect sensitive military
technology and information released to its
military in the past. The United Kingdom is
firmly committed to its relationship with
the United States and to its promise to pro-
tect classified information and prevent its
transfer to a third party.

7. If a technologically advanced adversary
were to obtain knowledge of the specific
hardware or software source code in this pro-
posed sale, the information could be used to
develop countermeasures which might re-
duce weapon system effectiveness or be used
in the development of systems with similar
or advanced capabilities. The benefits to be
derived from this sale in the furtherance of
the U.S. foreign policy and national security
objectives, as outlined in the Policy Jus-
tification, outweigh the potential damage
that could result if the sensitive technology,
were revealed to unauthorized persons.

8. All defense articles and services listed in
this transmittal are authorized for release
and export to the Government of the United
Kingdom.

——

HONORING OUR ARMED FORCES

CHIEF PETTY OFFICER CHARLES KEATING IV

Mr. McCAIN. Mr. President, today I
wish to honor an American hero, Navy
Seal Charles Keating IV, who died in
service to his country.

On January 13, 2017, the Navy award-
ed its highest honor, the Navy Cross, to
CPO Charles Keating IV for heroism
demonstrated in combat against the Is-
lamic State in northern Iraqg. Our Na-
tion lost a great patriot and American
hero in Charles, who was only 31 when
he succumbed to injuries sustained
during an attack on his team. Charles,
a Navy SEAL special warfare operator
chief petty officer, was part of a quick
reaction force that was called upon to
aid U.S. military forces and Kurdish
Peshmerga allies when they came
under heavy fire by a large force of Is-
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lamic State fighters north of Mosul.
Tragically, we lost Charles on May 3,
2016.

Charles enlisted in the Navy in 2007,
leaving Indiana University where he
was a long-distance runner. He went on
to graduate from the basic underwater
demolition/SEAL training in 2008, join-
ing an elite group. He served one tour
in Afghanistan in support of Operation
Enduring Freedom and two tours in
support of Operation Iraqi Freedom.

Previously awarded the Silver Star
for his actions in the line of duty, Chief
Keating was awarded the Navy Cross
posthumously for his demonstration of
extraordinary heroism and valor when
he was the decisive repellant of an
overwhelming enemy force, assuring
the lives of his team and coalition
counterparts. According to his award
citation:

Keating’s courageous leadership, tactical
acumen, and physical courage were the key
factors in defeating an assault on friendly
lines by more than 100 enemy fighters. He
continually exposed himself to enemy auto-
matic weapon, mortar, and rocket propelled
grenade fire as he diligently maneuvered be-
tween fighting positions to stop enemy ad-
vances. The enemy then attempted to flank
his position with a vehicle-borne improvised
explosive device. At great personal risk,
Chief Keating led a team into the open to
intercept and neutralize the rapidly closing
VBIED threat with precise sniper and rocket
fire. His personal bravery throughout the en-
gagement inspired his comrades to vigor-
ously defend their position and repel the en-
emy’s assault.

Nowadays, the words ‘hero” and
““heroism”’ are used so often that they
tend to lose some of their meaning. For
this reason, it is so very important
that we identify heroism and honor he-
roes when they truly present them-
selves. There can be no greater hero
among us than those like Chief
Keating, who gave their lives for their
fellow man in support of ideals greater
than their own self-interest. With this
in mind, I ask my fellow Members of
Congress to join me as we honor the
life of Navy SEAL Special Warfare Op-
erator Chief Petty Officer Charles
Keating IV and his legacy, who will
stand forever in our memory as an il-
lustrious example of each and every
man and woman in our Armed Forces
and those in harm’s way supporting
them, who give the ultimate selfless
sacrifice in service to our great coun-
try.

———
BUILDING A BETTER MONTANA

Mr. TESTER. Mr. President, I ask
unanimous consent to have the speech
that I gave to the Montana House of
Representatives on January 16, 2017,
printed in the RECORD.

There being no objection, the mate-
rial was ordered to be printed in the
RECORD, as follows:

Speaker Knudsen, Majority Leader Ehli,
Minority Leader Eck, honored guests, mem-
bers of the House: It is truly an honor to be
here.

I would be remiss if I did not acknowledge
that today is Martin Luther King Jr. Day—
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